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Enterprises face several challenges in deploying mobile applications, 
emanating from features such as location independence, 
contextualization, and personalization. The six-layer enterprise 
Mobile Applications Development Framework offers a systematic 
and comprehensive solution to mobile application development and 
maintenance.

I
n recent years, mobile technologies and 
applications have become ubiquitous, perme-
ating every aspect of our personal and pro-
fessional lives. Enterprises are now adopting 

mobile technologies for numerous applications to 
increase their operational efficiency (by providing 
employees greater access to real-time informa-
tion), improve their responsiveness and competi-
tiveness, capitalize on the mobile revolution, and 
meet new customer demands.

This evolving mobile paradigm offers loca-
tion independence and personalization for users 
accessing information and applications, thus 
enhancing user satisfaction. Mobile applica-
tions can also offer context-aware responses 
that consider the user’s location, the time of 
use, or other attributes. For example, businesses 
can offer banking, travel, or emergency services 

that are sensitive to the user’s location and time 
of use.

Although mobile technologies and applications 
present many new opportunities for enterprises, 
they also present development and implementa-
tion challenges. These challenges are in addition 
to those encountered in fixed-location, wired-
network desktop applications. For example, the 
development and deployment of enterprise mo-
bile applications must converge with the com-
puting and communications paradigms. Some 
mobile applications also must determine the 
user’s location before offering the service and 
then continually track the location to adapt 
services and information accordingly. Incor-
porating the required level of security, reliabil-
ity, and quality of service (QoS) are additional 
challenges.

The Enterprise 
Mobile Applications 
Development 
Framework
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Here, we present a new taxonomy of enter-
prise mobile applications that builds on earlier 
work done at MethodScience and examines the 
challenges of mobile application development. 
To successfully address such challenges in a sys-
tematic and comprehensive manner, we present 
the six-layer Mobile Applications Development 
Framework (MADF).

A New Taxonomy for Enterprise  
Mobile Applications
Now that enterprises are using mobile technolo-
gies for a wide range of applications, we need a 
better understanding of these applications and 
the demands placed on them. We therefore pro-
pose a new taxonomy of enterprise mobile appli-
cations (see Figure 1).

We broadly classify mobile applications  
into five categories: mobile broadcast (m- 
broadcast), information (m-information), trans-
action (m-transaction), operation (m-operation), 
and collaboration (m-collaboration). Applica-
tions in the last three categories are rich and  
complex and pose different requirements and 
challenges than applications in the first two 
categories.

Our taxonomy can help application developers 
focus their attention on key aspects of applica-
tion design and implementation.

Mobile Broadcast
Applications in this category primarily broad-
cast different kinds of content to a large group of 
mobile users. For example, they might broadcast 
directions to users in an emergency situation or 
promotional information to users at a shopping 
mall. The users are casual (that is, unregistered) 
and usually in flux. 

Mobile Information
These applications primarily present user- 
requested information, and the flow is usually 
unidirectional—that is, from the application to 
the user. Examples include user-sought infor-
mation about events, products, services, pro-
motions, schedules, and prices. Although these 
kinds of applications usually have less stringent 
security needs, they still present usability and 
privacy issues.

Mobile Transaction
In addition to broadcasting and providing infor-
mation, applications in this category facilitate 
and execute transactions. They let users buy and 
sell goods and services, place and track orders, 
and make electronic payments.

These applications need to provide better se-
curity, quicker responses, higher transaction  
reliability, a higher level of performance, and 

Figure 1. A new taxonomy of enterprise mobile applications. Applications in the upper categories 
are richer and more complex than those in the lower ones. (Adapted from an earlier model proposed 
by MethodScience.com.)
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more trusted services than applications in the 
first two categories. Also, they include three  
parties: the user (client), the business concerned 
(such as a service provider, an online store, or an 
airline), and a financial mediator (an online pay-
ment gateway or PayPal).

Mobile Operation
These applications primarily support the opera-
tional aspects of a business that don’t involve 
direct interaction with customers or clients. 
They offer convenient access to timely informa-
tion such as current stock information, produc-
tion schedules, payroll information, and leave 
balances.

The challenges these applications pose include 
provision of real-time information and issues 
surrounding inventory management, dynamic 
scheduling of work shifts for employees with mo-
bile access, and changing organizational struc-
tures. Integrating diverse back-end enterprise 
systems and several different databases is also a 
key challenge.

Mobile Collaboration
These applications foster collaboration among 
employees and various functional units in an 
enterprise. Furthermore, they facilitate collabo-
ration with other enterprises of interest and busi-
ness partners. Social networking applications 
that help create and manage groups of people 
(employees, customers, or enterprises) also be-
long in this category.

Dynamic interactions among the various 
stakeholders and the software modules that sup-
port these interactions increase the complexity of 
these applications. This in turn presents coding 
and data-management challenges.

Mobile Application  
Development Challenges
Although software development for traditional 
enterprise applications presents its own chal-
lenges, mobile application development further 
intensifies and extends these challenges. For 
instance, in location-aware mobile applications, 
we must incorporate the user’s location-specific 
context into the application’s analysis, architec-
ture, design, coding, and testing.

Additional challenges in mobile application 
development include customizing mobile 

functionality according to the user profile, 
ensuring access and usability, facilitating op-
timum user interactions on mobile devices, 
and dealing with the bandwidth and poor reli-
ability of wireless communication.1 Address-
ing these challenges is key to successfully 
developing and deploying enterprise mobile 
applications.

These challenges are grouped into three 
categories.

Devices and Platforms
Devices on which the mobile applications dis-
play and receive data usually have small screens 
and keyboards. So, developers must pay special 

attention to usability—for example, offering  
one-touch navigation and removing certain fea-
tures and facilities to display data sensibly. Inter-
face design should also consider options such as 
voice activation, touch-sensitive screens, inno-
vative menus and styluses, and handwriting and 
gesture recognition.

Mobile applications must be designed to suit 
a variety of handsets, which operate on different 
platforms and with different interfacing capabili-
ties. The same application must work on mul-
tiple mobile devices with varying presentation 
formats, so we must consider device features and 
their operating platforms.

Clever use of small battery power to extend the 
duration of device operation before recharging 
also poses challenges.

User Location, Usage, and Content
Mobile devices are more personal than desktop 
computers, and a growing number of people are 
now “living” with their mobile devices. The related 
applications require personalization because dif-
ferent mobile users like to receive information or 
alerts (or respond to them) in different ways, ac-
cording to personal preferences and depending 
on the type of device being used.

Mobile applications should also adapt 
to the user’s dynamic profile as his or her  

Additional challenges in mobile 
application development include 
customizing mobile functionality.
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location—and the context of requested  
information—changes. For instance, we should 
consider parameters such as location, time of 
use, current task, and history of use in providing 
relevant information and functionality.

A multipurpose mobile application might also 
need to address multiple and continually chang-
ing objectives. For example, an application that 
provides the tram schedule at a commuter stop 
should also provide traffic information.

Furthermore, mobile applications vary widely 
in terms of their purpose and significance. They 
can provide life-saving services to police officers 
and paramedics or facilitate social networks, 
recreational sports, music downloads, personal-
ized ring tones, and marketing. So, the different  
applications have different demands in terms of 
service reliability and availability.

Web page content—text, links, images, and  
video—and the functionality offered should 
be appropriate to the application’s purpose and 
scope and to the device being used. Mobile ap-
plications should present multi media content  
(audio, video, and data) in a mixed format.

Mobile applications also demand addition-
al presentation formats. Along with text and 
images, we must consider other forms of de-
livery, such as voice prompts. For example, 

voice response is more appropri-
ate for gaining a driver’s immediate 
attention.

Dynamic Communication and 
Networks
Mobile application development 
must consider the bandwidth of mo-
bile communication networks and 
the potential for interruptions in 
communication. Similarly, the se-
curity of wireless communication 
across various tiers of mobile net-
works and satisfactory completion 
of a transaction despite any break-
down in communication must be 
addressed.

Enterprise MADF
Our Mobile Applications Devel-
opment Framework can help ad-
dress these challenges. MADF’s six 
layers comprise communication,  

information, middleware and binding, applica-
tions, presentation, and security (see Figure 2).2,3 

The security layer lies orthogonally, covering all 
other layers.

This layered framework brings together ele-
ments of software architecture and design and 
the required supporting communication infra-
structure (network and protocols) and differ-
ent types of information accessed from multiple 
sources. It also brings together user interface de-
sign as well as code and design pattern reuse and 
application programming, as appropriate, and it 
helps to design an appropriate mobile enterprise 
architecture. Established architectural frame-
works such as the Zachman Framework at the  
enterprise level (www.zachmaninternational.com)  
and the Open Group Architectural Framework 
at the technical level (www.theopengroup.org/
togaf ) provide background for understanding  
MADF.

Communication
Mobile networks provide the underlying commu-
nication infrastructure for mobile applications.4 
Mobile application developers need to consider 
the TCP and Internet Protocol (IP) at the base, 
followed by the Wireless Application Proto-
col (WAP), personal area network (PAN), and, 

Figure 2. The six layers of the enterprise Mobile Applications 
Development Framework.2,3 The security layer covers all other layers.
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occasionally, the metropolitan area networks 
(MANs). 

The next consideration is standards such as the 
IEEE 802.1x group of network protocols; mobile 
cellular telecommunication standards (2G, 2.5G, 
3G, or 4G); localized communications (using in-
frared or Bluetooth); as well as RFID, WiMax, 
and Wireless VoIP technologies. For instance, 
for long-range communication, mobile applica-
tions often include a stack of networks (typically 
cellular networks) that link to programmable 
interfaces using infrared, Bluetooth, and other 
short-range networks.

Networks and communication capabilities 
directly affect a mobile application’s QoS. For 
example, billing applications must be deployed 
on cellular networks, whereas micropayments 
or mobile retailing will need a combination 
of a Wi-Fi-based wireless local area network  
together with the mobile Internet. Developers 
can use this MADF layer to model and incorpo-
rate the application’s execution location, inter-
face for third-party deployments, and security 
interfaces.

Information
Mobile applications use multimedia content, 
which poses three key challenges: content sourc-
ing and presentation, secured content storage, 
and content “mining.”5

Presenting quality multimedia content— 
including structured and semistructured data, 
natural language text, images, audio, and video—
often drawn from multiple sources (in different 
formats) on a small screen with lower demands 
on computing, storage, and communication  
resources is a challenge. Furthermore, the pre-
sentation might have to be reformatted to suite 
specific devices with different form factors.

The storage mechanisms affect access speed 
and content quality. For example, developers 
might have to sacrifice quality when displaying 
video content on a mobile device, but they can 
still store the content in a high-density format 
on a database. Data-mirroring strategies en-
hance redundancy and improve reliability, but 
the dual storage and related maintenance func-
tions result in additional overhead and slower 
data access.

To obviate this challenge, mobile applications 
should pool the data in a centralized database. 

This streamlines the process flows and architec-
tures and leads to a more consistent way of han-
dling the information.

Developers can use design patterns such as 
the Observer pattern to model the solution.6 As 
client-side storage needs grow in size and so-
phistication, they should consider creating cache 
content on the user device itself—opening up 
opportunities for mobile grids. Furthermore,  
the mobile application architecture should han-
dle the replication of events on each client device 
and synchronize event creation or modification 
on each mobile device.

To address users’ specific information needs, 
data might have to be mined. This is a challeng-
ing task because of the data’s volume, differing 
data types, heterogeneity resulting from multiple 

sources containing the same or similar informa-
tion (in various formats), and constant updates. 
Furthermore, the data might have to be mined 
with different objectives to meet the diverse 
needs of the several users. Finally, mobile con-
tent management should explore opportunities 
to provide correlations between business intel-
ligence, integration, and reliability.

Middleware and Binding
This layer binds the offered applications or ser-
vices and the content. Mobile middleware tech-
nologies aim to bring together or gel the various 
services or parts of a mobile software application.

Mobile middleware handles the dispersed 
services in a mobile environment and also pro-
vides the glue to varying types of devices (along 
with the devices’ operating environments). WAP  
and iMode are the two well-known mobile  
middleware protocols, built on top of the TCP 
and IP, used in mobile application development.

Connectivity of mobile applications isn’t a ho-
mogenous process. Applications are executed 
intermittently and from different locations, re-
quiring mobile applications and services to con-
nect, disconnect, and reconnect at various stages.  

As client-side storage needs grow, 
developers should consider creating 
cache content on the user device itself.
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Middleware technologies must cater to this pat-
tern of connectivity during execution.

Applications
Applications containing the business rules of  
the enterprise reside in this layer. Modeling mo-
bile processes is a vital element in developing  
mobile enterprise applications.

Developers can use Business Process Model-
ing Notation (www.bpmi.org) to create models of 
how businesses will use the mobile applications. 
They can extend these models to collaborative 
mobile processes as well.

The process models also help to reengineer 
the business process (discussed for normal, non-
mobile business processes elsewhere7), thereby 
improving business performance. To derive  

full benefit, however, it’s important to con-
sider mobile applications as closely linked to 
the business and its processes. Don’t treat  
mobility simply as an add-on to existing busi-
ness processes.

Presentation
Presenting information to users on their mobile 
devices and providing suitable user interfaces 
and navigation systems is a vital part of mobile 
application development. Developers must con-
sider application deployment on smart mobile 
phones, iPods, PDAs, and Blackberries.

As highlighted earlier, these wirelessly con-
nected mobile devices are far more “personal” 
than the corresponding desktop PCs. Therefore, 
developers should use the presentation layer to 
consider user profiles and usability8 and privacy 
requirements.

Security
Mobile application security, which includes in-
formation confidentiality, integrity, and avail-
ability, is a key concern in enterprise mobile 
applications. This is because communication 
through wireless and mobile networks is more 
vulnerable to attack than in wired networks.  
So, developers need to incorporate an adequate 
level of security into all MADF layers.

Password protection is a basic mobile security 
mechanism included in most handheld devices.9 
Other security measures include authentica-
tion, cryptography, secure communications, and  
secure mobile payment methods.

W e successfully applied MADF in three 
different enterprise settings—one was  
a large mobile services provider,  

another was a consulting company, and the third 
was a security organization. In all three, MADF 
proved to be a useful backdrop for mobile applica-
tion development and maintenance. The layered 
approach helped define APIs for use between  
layers, ease application debugging and testing, 
and manage development and deployment efforts.

Also, we discovered that developers devoted 
more attention to certain layers, depending on the 
organization, business model, and application. For 
example, the mobile service provider paid more at-
tention to the content and networks, focusing on 
the content’s format, sources, and currency.

The consulting organization was less interested 
in the mobile networks, because it assumed they 
were a “given.” It instead focused on the analyti-
cal applications and their m-informative output 
and usability on mobile device interfaces. The 
security organization focused on the middleware 
and application layers.

We hope this discussion, highlighting signifi-
cant aspects of enterprise mobile application de-
velopment and presenting our framework, helps 
developers and enterprises realize the full poten-
tial of mobile enterprise applications. 

References
 1. S. Murugesan and B.A. Venkatakrishnan, “Address-

ing the Challenges of Web Applications on Mobile 
Handheld Devices,” Proc. Int’l Conf. Mobile Business 
(ICMB 05), IEEE CS Press, 2005, pp. 199–205.

 2. B. Unhelkar, “Mobile Enterprise Architecture: Model 
and Application,” Cutter Enterprise Architecture Practice 
Executive Report, vol. 11, no. 3, 2008; www.cutter.com/
content/architecture/fulltext/summaries/2008/03/ 
index.html.

 3. B. Unhelkar, Mobile Enterprise Transition and Manage-
ment, Taylor and Francis, 2009.

 4. J.D. Vriendt et al., “Mobile Network Evolution:  
A Revolution on the Move,” IEEE Comm. Magazine, 
vol. 40, no. 4, 2002, pp. 104–111.

Don’t treat mobility simply as an  
add-on to existing business processes.

itpro-12-03-muru.indd   38 28/04/10   2:16 PM



 computer.org/ITPro  3 9

 5. J. Goh and D. Taniar, “Mobile User Data Mining 
and Its Applications,” Handbook of Research in Mobile 
Business: Technical, Methodological and Social Perspectives, 
B. Unhelkar, ed., IGI Global, 2006, pp. 1519–1538.

 6. E. Gamma et al., Design Patterns: Elements of Reusable 
Object-Oriented Software, Addison-Wesley Longman 
Professional Reading, 1995.

 7. M. Hammer and J. Champy, Reengineering the Cor-
poration: A Manifesto for Business Revolution, Nicholas 
Brealey, 2001.

 8. L. Constantine and L. Lockwood, Software for Use: 
A Practical Guide to the Models and Methods of Usage-
Centered Design, Addison-Wesley Longman, 1997.

 9. M. Guizani and A. Raju, “Wireless Networks and 
Communications Security,” Security and Routing in 
Wireless Networks, vol. 3, Y. Xiao, J. Li, and Y. Pan, 
eds., Nova Science Publishers, 2005, p. 320.

Bhuvan Unhelkar is the founder and principle consul-
tant of MethodScience (www.methodscience.com) and 
is an adjunct associate professor in the School of Com-
puting and Mathematics at the University of Western 

Sydney. His research interests include software engi-
neering, green IT, enterprise globalization, Web ser-
vices, and mobile technologies. Unhelkar received his 
PhD in object-oriented design from the University of 
Technology, Sydney. He is a fellow of the Australian 
Computer Society, and a life member of the Computer 
Society of India. Contact him at bhuvan.unhelkar@ 
gmail.com.

San Murugesan is a principal consultant at BRITE 
Professional Services, Australia, and is an adjunct 
professor at the University of Western Sydney.  
His research interests include green IT, cloud com-
puting, Web 2.0 and 3.0, and e-business. He re-
ceived his PhD in computer science from the Indian 
Institute of Science, Bangalore. He is a fellow of the 
Australian Computer Society. Contact him at san1@ 
internode.net.

	 Selected	CS	articles	and	columns	are	available		
	 for	free	at	http://ComputingNow.computer.org.

itpro-12-03-muru.indd   39 28/04/10   2:16 PM


