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Mobile CoMMerCe

Wai-Ming To and Linda S.L. Lai, Macao Polytechnic Institute, China

Of the more than 500 million Internet users in China as of June 2013, 
more than 400 million accessed the Web using mobile devices. This 
article investigates the development of mobile banking and payment 
systems in China.

C
hina has developed into an Internet 
hot spot.1 In 2008, China surpassed 
the US in number of Internet users, a 
number projected to reach 690 million 

in 2017.2 China is also one of the fastest growing 
mobile markets in the world, with approximately 
451 million cellphone owners. Many of these us-
ers have not yet availed themselves of 3G mobile 
services.3

Given the country’s sustained economic 
growth and its 7 to 8 percent gross domestic 
product (GDP) increase in the past five years, 
business activities and volumes in China will 
likely continue their rapid development. Online 
banking and payment systems have also rapidly 
developed in the past few years.4 At the same 
time, online retailing transactions and business-
to-business online transactions, which demand 

prompt payment, continue to increase. Hence, 
China’s fast-growing mobile market, combined 
with its large and growing consumer economy, 
means that it now is poised to become a global 
force in mobile banking and payments. However, 
a number of significant issues prevent wide-scale 
adoption of this technology.

Recent Developments
As Figure 1 shows, the number of online bank-
ing users increased from 40.3 million in 2007 to 
221.5 million in 2012, and the number of online 
payment users increased from 33.2 million to 
220.7 million during the same period. The num-
ber of online banking and online payment users 
increased further to 240.8 and 244.4 million, 
respectively, during the first half of 2013. How-
ever, this only represents 40.8 and 41.8  percent, 
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respectively, of all Internet users in China. To 
achieve a number closer to the 61 percent of on-
line banking users in the US, the banking indus-
try in China must explore opportunities provided 
by online transactions such as electronic bank-
ing, payment, and e-ticketing.5

Mobile banking is also becoming more popu-
lar, as evidenced by the 35 percent of cellphone 
owners in the US (up from 18 percent in 2011) 
who conduct their banking through their mobile 
phones. Meanwhile, only 15.6 percent of cell-
phone owners in China (up from 8.2 percent in 
2011) conduct their bank transactions through 
their mobile phones.4,5

As Figure 2 shows, the number of cellphone 
owners in China who use mobile payment and 
mobile banking has more than doubled in the 
last 18 months. Mobile commerce in China took 
off in January 2009, after the central government 
awarded licenses for 3G mobile networks to three 
telephone operators: China Mobile, China Uni-
com, and China Telecom.6 Although the Bank of 
Communications first launched Wireless Appli-
cation Protocol (WAP) mobile banking services 
in 2004, the advantages of mobile banking only 
became apparent to users in 2010.7 Now, major 
domestic banks, including the Industrial and 
Commercial Bank of China, China Construc-
tion Bank, Bank of China, Agricultural Bank 
of China, China Merchants Bank, Shenzhen 
Development Bank, and Bank of Beijing, offer 
a WAP version of mobile banking. All of these 
banks have integrated traditional online banking 
functions—such as inquiry, account information 
notification, financial management consultation, 
transfers, remittances, stored value, and payment 
options—to mobile banking.

Online retailing also continues to rapidly ex-
pand in China. According to the China Internet 
Network Information Center (CNNIC), online 
retailing increased 48-fold from 2006 to 2012, 
from 2.6 billion Renminbi (RMB) to 1.26 trillion 
RMB (Figure 3). Annual online retailing trans-
actions are projected to reach 2 trillion RMB in 
2015.8

Unlike online payments in developed countries 
such as the US and UK (where online payments 
are the natural extension of traditional off-line 
payments), off-line payments and the underly-
ing infrastructure have yet to be established and 
developed in China. The government, banking 

Figure 1. Number of online payment and online banking 
users in China, 2007–2012.

Figure 3. Online retailing transactions in China, 2006–2012.
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Figure 2. Number of mobile payment and mobile 
banking users in China, 2010–2013.
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industry, and third-party payment industry are 
thus exploring innovative ways to fulfill online 
payment demands in China. The online pay-
ment process involves several parties, including 
customers, retailers, banks, third-party pay-
ment firms, and clearing firms. Therefore, the 
main issues in the adoption of online or mobile 
payments are network security; reliability of 
electronic signature; liability for loss, cost, and 
damages; and certification of third-party pay-
ment firms. In 2005, the government passed the 
Law of the People’s Republic of China on Electronic Sig-
nature, and the People’s Bank of China released 
the “Electronic Payment Guidelines (No. 1).” In 
addition, the People’s Bank of China issued the 
“Rules for Anti-Money Laundering Efforts by Fi-
nancial Institutions” in 2003, the  “Administrative 

Measures for the Payment Services Provided by 
Non-Financial Institutions” in 2010, and the 
“Administrative Measures for Prepaid Card Busi-
ness of Payment Institutions” in 2012 to regulate 
the business activities of financial, nonfinancial, 
and payment institutions. 

The government also requires banks and 
online payment firms to clearly identify their 
services and corresponding charges to online/
mobile payment users, to verify the identity of 
their customers and keep the confidentiality 
of such information for each transaction, and 
to follow customer orders for payment settle-
ment. The 12th Five-Year Plan for National 
Economic and Social Development of China 
includes a mandate to “actively develop e-com-
merce, improve e-commerce services for small 
and medium enterprises (SMEs), and promote 
the building of credit service, online payment, 
logistics and other supporting services for the 
public.”9 As one of the pillars of online pay-
ment and fulfillment, mobile payment has 
developed rapidly in the past three years, as 
Figure 4 illustrates.

Mobile payments can be classified using 
different methods, such as proximity and re-
mote payments.10 In a proximity payment, the 
payer and payee (or its equipment) are in the 
same location and communicate directly with 
each other using contactless communication 
technologies, such as near-field communica-
tion, Bluetooth, and infrared for data transfer. 
Remote payments are transactions conducted 
over telecommunications networks, such as 
the Global System for Mobile Communications 
(GSM) or the Internet, and are independent of 
the payer’s location. Deloitte Consulting con-
sidered a broader perspective and suggested 
that proximity and remote payments can be 
further categorized based on the nature of the 
transaction (see Figure 5).11

Public-key infrastructure (PKI) and one-time 
passwords (OTPs) are two security measures ad-
opted by online payment firms in China. PKI 
comes in the form of a digital certificate or a USB 
key. OTPs can be generated by Alipay (a leading 
third-party payment gateway established by Aliba-
ba that attracts approximately 80 percent of online 
payment users) for a specific device or can be dy-
namically generated by a payment firm and sent to 
the user’s cellphone to activate the online payment.

Figure 5. Classification of mobile payments (adopted 
from Deloitte Consulting11).

P2P payment
– Contactless payment

– Remote money transfer

Proximity
payment

Remote
payment

– Contactless payment
– Mobile device POS

– Remote online payment (such as
   mobile e-commerce on digital
   products)

C2B payment

0

20

40

60

80

100

120

140

160

2010 2011 2012

M
ob

ile
 p

ay
m

en
t 

(in
 b

ill
io

n 
RM

B
)

Year

Figure 4. Mobile payments in China, 2010–2012.
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The China Security Payment Union was formed 
in 2011 through the collaboration of banks, Ali-
pay, third-party payment firms, network security 
firms, and portals. Alipay and other industrial 
leaders established the China Third-Party Pay-
ment Security Union in May 2012 to promote 
information sharing, which could reduce risks 
in online transactions. During the first half of 
2012, 133,000 phishing websites were closed 
through the collaboration of such unions, thus 
reducing potential financial losses by more than 
90 percent. The PCI Security Standards Coun-
cil released the Payment Card Industry Data Secu-
rity Standard (PCI-DSS), version 2.0, in October 
2010. Most third-party payment firms in China 
are already certified for PCI-DSS v2.0.

In August 2012, China UnionPay and Chi-
na Mobile signed an agreement to accelerate 
the development of mobile payments in Chi-
na.  According to UnionPay,12 users can avail 
 themselves of remote payment services, such 
as credit card repayment and utilities payment, 
and shop online via mobile communication net-
works by using subscriber identification module 
(SIM) cards as carriers of bank card accounts. 
Users can also enjoy quick payments via cell-
phone contactless functions that are available 
in shops, convenience stores, vending machines, 
and other places that display the logos of Union-
Pay’s “Quick Pass” and China Mobile’s “Mobile 
Phone Wallet.” UnionPay and China Mobile will 
work together to enhance the interoperability 
and interconnection of near-field payment tech-
nical standards, near-field communication mo-
bile phone testing, and a trusted service manager 
(TSM).

User Perspective
According to the CNNIC, approximately 79 per-
cent of online payment users in China regularly 
use third-party payment firms, 76 percent regu-
larly use online bank payment services, and 40 
percent regularly use rapid/card online payment 
services.8 Among the third-party payment firms, 
Alipay has the largest coverage, with approxi-
mately 80 percent of online payment users regu-
larly accessing its services. Alipay is followed by 
Tenpay (owned by Tencent, which has 800 mil-
lion QQ instant messenger users), with 21 per-
cent online payment users, and Unionpay, with 
17 percent online payment users.

Overall, users have a positive impression of on-
line payment security in China. Approximately 
9 percent of online payment users perceive it 
as very safe, 69 percent as relatively safe, and 16 
percent as average. Less than 6 percent of online 
payment users perceive online payment as unsafe 
or very unsafe.8

With regard to online payment media, 61 
percent of online payment users perceive using 
computers to be safer than using cellphones for 
several reasons: they’re familiar with computer-
based online payment processes; computers are 
equipped with more powerful antivirus and In-
ternet security; and cellphones are often lost. 
On the other hand, approximately 9 percent of 
online payment users perceive using cellphones 
to be safer than using computers because cell-
phones are less prone to viruses than computers; 
cellphones are portable; and security technolo-
gies for mobile payments are more advanced. Ap-
proximately 16 percent of online payment users 
believe that computers and cellphones are equal-
ly safe media for online/mobile payments.

Opportunities for Growth
Although Chinese mobile banking and payment 
are just beginning to expand, several opportuni-
ties are already available in the market. Among 
these opportunities is the size of the market, 
particularly in rural poor sectors where there 
are no banks.13 Krish Raghav noted that 64 per-
cent of the rural poor population don’t have ac-
cess to banks.13 This situation is exacerbated by 
the closure of at least 30,000 bank branches in 
rural regions over the last few years because of 
economic strain. However, mobile phones have a 
high penetration rate and don’t require the infra-
structure and buildings that fixed banking ser-
vices  require. Raghav used the Kenyan-developed  
M-Pesa model to demonstrate the potential for 
mobile banking throughout rural regions, includ-
ing the market’s potential size in this population.13 

A key opportunity in this market taps into 
existing relationship networks to generate so-
cial acceptance. A comparative study on the 
willingness of Malaysians and Chinese to adopt 
mobile banking and payment found that con-
sumers highly value trust and social influence 
(or acceptance and promotion by individuals in 
a trusted group) over technical factors such as 
perceived usability.14 The study found that issues 
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such as perceived security and lack of a physi-
cal interface negatively influence the willingness 
of Malaysians and Chinese to use online pay-
ment services, whereas factors such as perceived 
social acceptance in personal networks and in 
society enhance their willingness to use them. 
Therefore, providers of mobile banking and pay-
ment must create trends and lead the acceptance 
among users to help enhance adoption.

Another opportunity is to make mobile bank-
ing and payment as simple as possible and to 
demonstrate this simplicity to nonusers. A com-
parative study of users and nonusers of mobile 
banking and payment in China determined that 
ease of use is the most important factor for users 
of such technology.15 This study also found that 
self-efficacy, or the belief that an individual can 
effectively use the technology, is more relevant to 
nonusers, thus suggesting that demonstrating the 
ease of use of such technology to mobile phone 
users can effectively encourage its adoption.

Barriers to Acceptance
Security and trust are significant barriers to the 
adoption of mobile banking and payment in Chi-
na. Trust in the technology is based to a certain 
extent on potential users’ security perceptions.14 A 
detailed analysis has identified this lack of trust as 
a technical and a perception-related concern. Mo-
bile banking and payment entail a number of tech-
nological risks that can threaten user security, such 
as technology selection risk (the potential of the 
user to select insecure or inappropriate technolo-
gies), information loss, and attacks (such as denial 
of service, malware, and other types of direct at-
tacks).16 Lei Sun and Yingjun Sun note that these 
risks can also carry significant legal and credit risks 
to mobile banking users, and that banks might not 
indemnify for these risks.16 The legal situation can 

also be unclear to users, thus reducing their trust 
in mobile banking and payment.

Another potential barrier to the adoption of 
mobile banking and payment in China lies in the 
fact that 3G services have only been partially ad-
opted in the country, which reflects a technology 
gap for some potential users. A study of 3G mo-
bile adoption has noted that such technology is 
relatively new in China and the pressure on exist-
ing mobile companies to adopt this technology is 
minimal.3 A number of highly educated groups 
are more likely to adopt 3G technology than less-
educated users.3 Alain Yee-Loong Chong and his 
colleagues noted that several factors, such as social 
influence and service quality, can affect whether 
a consumer will adopt 3G services.3 Their study 
has identified 3G adoption as a significant issue 
related to the potential of 3G- dependent mobile 
banking and payment services to penetrate the 
market has also been identified. To overcome this 
issue, mobile companies must provide informa-
tion on 3G networks. This process can involve 
substantial marketing, user education, and con-
struction of influencing networks. 

T he distrust of online as well as banking and 
payment technology is embedded in actual 
legal and credit risks stemming from un-

derlying security failures. To be successful, com-
panies wishing to exploit the technology must use 
a secure platform. Moreover, liability and credit 
laws might need to be adjusted to reduce risks for 
consumers and encourage the adoption of mobile 
banking and payment in China. We suggest that 
the Chinese Central government establish mo-
bile banking and payment laws to enhance users’ 
confidence and protect their rights. 

Acknowledgments
This research was supported by a grant (RP/ESCE-01/2013) 
from the Macao Polytechnic Institute.

References
 1. L.S.L. Lai and W.M. To, “The Emergence of China 

in the Internet Market,” IT Professional, vol. 14, no. 1, 
2012, pp. 6–9; doi:10.1109/MITP.2012.16.

 2. W.M. To and L.S.L. Lai, “Internet Diffusion in 
China: Economic and Social Implications,” IT Pro-
fessional, vol. 14, no. 6, 2012, pp. 16–21; doi:10.1109/
MITP.2012.65.

Several other IT Pro articles have explored mobile 
payment and banking in emerging economics:

 • G. rossi, S. Murugesan, and N. Godbole, “iT in 
emerging Markets,” IT Professional, vol. 14, no. 4, 
2012; doi:10/1109/MiTP.2012.79.

 • N. Kshetri and S. Acharya, “Mobile Payments in 
emerging Markets,” IT Professional, vol. 14, no. 4, 
2012; doi:10/1109/MiTP.2012.82.

 • S. Murugesan, “Mobile Apps in Africa,” IT Professional, 
vol. 15, no. 5, 2013; doi:10/1109/MiTP.2012.83.

Related Work in IT Professional

itpro-16-03-lai.indd   26 14/05/14   4:14 PM



 computer.org/ITPro  2 7

 3. A. Chong et al., “An Empirical Analysis of the De-
terminants of 3G Adoption in China,” Computers in 
Human Behavior, vol. 28, no. 2, 2012, pp. 360–369; 
doi:10.1016/j.chb.2011.10.005.

 4. “China Internet Development Statistics Reports 
(from 2007 to 2013),” China Internet Information 
Center, 2013; www.cnnic.cn.

 5. S. Fox, “Online Banking,” Report of Pew Internet, 
2013; www.pewinternet.org/Reports/2013/Online-
banking.aspx.

 6. X. Wang, “China Issues 3G licenses,” China Daily, 1 Aug. 
2009; www.chinadaily.com.cn/business/2009-01/08/
content_7376941.htm. 

 7. “Mobile Banking in China Is Easing into an Era of Mo-
bile Financial Services,” 2012 China Banking Industry Top 
Ten Trends and Outlook: Enhancing Capital Management, 
Meeting New Challenges, Deloitte Consulting, 2012, 
pp. 13–15; www.deloitte.com/assets/Dcom-China/
Local%20Assets/Documents/Industries/Financial%20
services/cn_gfsi_ChinaBankingtop10_280512.pdf. 

 8. “The Report on Online Payment Security in China 
2012” [in Chinese], China Internet Information 
Center, 2012; www.cnnic.net.cn/hlwfzyj/hlwxzbg/
dzswbg/201211/P020121121376535616383.pdf.

 9. “The Outline of the 12th Five-Year Plan for Na-
tional Economic and Social Development of  China” 
[in Chinese], the People’s Republic of China, 2011 
ht tp: //ghs.ndrc.gov.cn /ghwb/g jwngh /201109/
P020110919590835399263.pdf. 

 10. “Mobile Payments,” 1st ed., white paper, European Pay-
ments Council, 2010; www.europeanpaymentscouncil.eu. 

 11. “What Is Mobile Payment?” Trends and Prospects of 
Mobile Payment Industry in China 2012-2015: Creating 
Innovative Models, Boosting Mobile Financial Services, 
Deloitte Consulting, 2012, pp. 4–6.

 12. “UnionPay Signs Cooperation Agreement on Mobile 
Payment Business with China Mobile,” China Union-
Pay, 2012; http://en.unionpay.com/news/newsroom/
file_91669534.html.

 13. K. Raghav, “New Research Reveals China’s Poten-
tial for a Mobile Banking Revolution,” Tech in Asia, 
26 Feb. 2013; www.techinasia.com/research-reveals-
chinas-potential-mobile-banking-revolution.

 14. A. Chong, F. Chan, and K.B. Ooi, “Predicting Con-
sumer Decisions to Adopt Mobile Commerce: Cross 
Country Empirical Examination between China and 
Malaysia,” Decision Support Systems, vol. 53, no. 1, 
2012, pp. 34–43; doi:10.1016/j.dss.2011.12.001.

 15. B.K. Jeong and T. Yoon, “An Empirical Investiga-
tion on Consumer Acceptance of Mobile Bank-
ing Services,” Business and Management Research, 

vol. 2, no. 1, 2013, pp. 31–40; doi:10.5430/bmr.
v2n1p31.

 16. L. Sun and Y.J. Sun, “Analysis on Development, Risk, 
and Security Strategy of China’s Mobile Banking Ser-
vice,” Advances in Applied Economics and Finance, vol. 2, 
no. 3, 2012, pp. 392–399; http://worldsciencepublisher.
org/journals/index.php/AAEF/article/view/826/662.

Wai-Ming To is a professor in the School of Business at 
the Macao Polytechnic Institute, China. His research in-
terests include environmental management, total quality 
management, and knowledge management. To has pub-
lished 1 book and over 90 refereed journal and conference 
articles. He received his PhD in structural dynamics from 
Imperial College London, England, and has received the 
Croucher Scholarship. Contact him at wmto@ipm.edu.mo.

Linda S.L. Lai is an associate professor in the School of 
Business at the Macao Polytechnic Institute, China. Her 
research interests include electronic commerce, knowledge 
management and decision analysis. Lai has published 3 
books and over 50 refereed articles. She received her PhD 
in information management from Lancaster University, 
England, and was a two-time recipient of the Teaching Ex-
cellent Awards from her employed universities. Contact her 
at sllai@ipm.edu.mo.

 Selected CS articles and columns are available  
 for free at http://ComputingNow.computer.org.

itpro-16-03-lai.indd   27 17/05/14   3:00 PM


